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QUYET DINH
Ban hhnh Quy ch6 bio tlim an toin HQ th6ng thdng tin

cia Trung tim Ph6p y Kh6nh Hda

- Cdn cr? Thdng tu s 6 qZtZOlSttl-BYT.ngdy 16/1112015 cria 86 y ti5 Hu6ng
d6n chricrdng, nhiQm vr,r, quyAn han vd co cdu t6 chfc cta Trung tdm Ph6p y tinh,
thdnh ph6 tryc thuQc Trung uong;

Cdn cri quyi5t ainl sO |Z:O/qO-UBND ngdy t7/6t\Ot6 cia Uy ban nh6n
d6n tinh Khrinh Hda vC vi6c ki6n torin t6 chric Trung t6m Ph6p y tinh Iih6nh Hoa;

Xdt tld nghi cria Trudng Phdng TO chirc - Hd,nh chinh Quin tri - Kti hoqch
Tdi chinh,

QUY6T DINH

Di6u 1. Ban hdnh kdm theo Quytit dlnh ndy Quy cn6 Uao tl6m an todn HQ
th6ng th6ng tin cta Trung tdm Ph6p y tinh Khrinh Hda.

Didu 2. quy6t einl c6 hieu luc thi hdnh ke tu ngey kj.
Di6u 3. Trudng Phdng TO chfc - Hdnh chinh Quin tr! - K€ ho4ch Tdi ch(nh,

Trudng c6c Khoa, Phdng, vi6n chric vd nguoi lao dQng thuQc Trung t6m Ph6p y
chlu trrich nhiQm thi hdnh Quy6t dinh ndy.l.l!.-
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QUY CHt
Bio al6m an tohn HQ th5ng th6ng tin cta Trung tim Ph6p y Khinh Hda

(Ban hdnh kOm theo Quyiit dinh s6. t\ tgo-fffY nsdyJ,l thdng t0 ndm 2016
cia Trung tdn Phdp y Khdnh Hda)

Chu'o'ng I
QUY DINH CHUNG

Di6u 1. Phgm vi tlidu chinh

Quy chi5 ndy quy <linh ve n6i dung, biQn ph6p b6o dim an todn HQ th6ng
th6ng tin phgc vp cho c6ng t6c quin li hdnh chinh vir chuyCn m6n cta Trung tdm
Phdp y tinh Kh6nh Hda (sau ddy ggi t5t ld Trung tdrn).

Eidu 2. o5i tuqng 6p dgng

Quy ch6 ndy duo.c 6p dgng voi t6t c6 c6c khoa, phdng vd c6ng chfc, vi6n
chric, ngudi lao dQng thu6c Trung tirn.

DiAu 3. Giii thich tt ngir

Trong Quy ch6 ndy, c6c tt ngft du6i dAy dugc hitiu nhu sau:

l. c6n bQ chuyen trrich GNTT (CBCT CNTT): Ld c6n b0 k! thu?t ho4c c6n

bQ quin lf c6 chuy6n m6n vA linh vqc CNTT, tr.uc ti.ip tham muu cho lSnh d4o
khai thric, quAn lf vir thgc hiQn c6ng t6c ung dqng CNTT tqi co quan, don vi, bAo

dim k! thuqt vd an todn, an ninh th6ng tin cho viQc khai th6c, vfn hdnh hQ th5ng
CNTT tqi don v!.

2.Tinhtin c{y: b6o dim th6ng tin chi c6 th6 dugc truy cQp bdi nhfrng ngudi
dugc c6p quydn sri dgng.

3. Tinh todn vgn: bio vQ sg chinh x6c vi dAy dir cria th6ng tin vd c6c phuong
ph6p xit l1i.

4. Tinh sin sing: bio dirn nhfrng ngudi dugc c6p quydn c6 th6 truy cqp

th6ng tin vir c6c t^'ii sin li6n quan ngay khi c6 nhu cdu.

5. An todn, an ninh th6ng tin (ATANTT): bao gdm cric ho4t dQng qu6n ly,
nghiQp vq vd k! thu4t ai5i vOi hQ thdng thdng tin nhdm bdo v€, kh6i phuc c6c hQ

th6ng, c6c dlch vq vd nQi dung th6ng tin a5i vOi nguy co tg nhi6n.ho[c do con
nguoi gdy ra. Vigc bAo vQ th6ng tin, tdi s6n vd con ngudi trong hQ th6ng th6ng tin
nt a- Uao dim cho c6c hQ th6ng thqc hiQn dring chric n6ng, phqc vtJ dtng d6i
tugng, tinh sEn sirng cao v6i y6u cAu chinh x6c vd tin cfy. An todn, an ninh th6ng
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tin bao hdm c6c nQi dung b6o vQ vd b6o rnat th6ng tin, an toin dt lieu cta miiy

tinh vir an todn m4ng.

6. PhAn m6m dQc hai ld phin rn6m c6 kh6 ndng giy ra ho4t dQng kh6ng binh

thudng cho mQt phAn hay todn bQ hQ th6ng th6ng tin ho{c thgc hiQn sao ch6p, sfra

<16i, x6a b6 tr6i phdp th6ng tin luu trft trottg hQ th6ng th6ng tin.

Chuo'ng II
NQI DUNG SAO OATVI AN TOAN, AN NINH THONG TIN

Di6u 4. C6c biQn phip quin lf ki thuit co ben cho c6ng t6c an toin,
an ninh thdng tin

1. T6 chirc m6 hinh mgng: Ciri dat, cAu hinh, tO chirc h€ th6ng mqng.theo

m6 hinh clients/Server, h?n ch6 sir dqng m6 hinh m?ngngang hdng. Khi thi€t lip
c6c dich vq tr€n m6i trudng mqng lnteinet, c.hi cung iap nntng chric nang thi6t

yi5u nh6t b6o d6m duy tri hoqt d6ng cira hQ th6ng th6ng tin; han ch6, str dgng chric

ning, c6ng giao tii5p mqng, giao thr?c vir c6c dich vg khOng c6n thi€t.

2. Quin lf hQ th6ng mang kh6ng dAy: dinh kj' 3 th6ng thay d6i m$t khAu

nhim ting culng c6ng t6c bAo mqt.

3. T6 chfc qu6n ly tdi kho6n: C6c tdi khoin vd dlnh danh ngudi dtng trong

hQ th6ng th6ng tin, bao g6m: tgo mtri, kich hoat, sira d6i vd lopi b6 crlc tdi khoan,

dong thdi tO chtc ki6rn tra c6c tiri khodn c0a hQ th6ng th6ng tin it nhAt 6 th6ng I

fAn i'frOng qua c6c c6ng cr,r cta hQ th6ng. Htly tdi khoin, quy€n truy nh$p h9 th6ng

th6ng ti;, ttru trOi lai 6t cir c6c tdi sAn liQn quan t6i hQ th6ng.th6ng tin (kh6a' th6

nhQrldang, thu mqc luu trir,...) OOi vai c6ng chfc, vi6n chric dd chuy6n c6ng t6c,

ch6Lm dut hqp d6ng lao dQng.

4. QuAn lj d6ng nhap hQ th6ng: C6c hQ thi5ng th6ng tin cAn gi6i h4n sO lin
ddng nhQp vdo h6 th5ng. HQ th6ng ts dQng kh6a tdi khoin ho{c c6 l$p tdi khoin
thi iien i\rc dang nhflp *i u,rqt qrl.6 tAn quy. dlnh. T6 chric theo d6i, girirn srit t6t

cA c6c phuong [hap aerg nnap it xa (quay s6, internet,...), nh6t ta c6c d6ng nhQp

c6 chric ndng quin tri, teng cuong viQc sir dqng mqng. ri6ng no (VPN - Virtual

Private Netwoit; khi c6 nhu .iu tu, vigc tt xa; y6u ciu ngudi st dgng d{t mat

ttrdu vOi rl0 an iodn cao, gi6rn s6t, nhic nhd khuy6n c6o n6n thay d6i thuong

xuy6n m4t kh6u.

5. Qu6n ly Logfile: HQ th6ng th6ng tin cin ghi nhQn c6c sp kiQn: qu5 trinh

dnng nhip vdo tiq tfrSng, ciic thao [" .i,.i1,inn ]ru tfr6ne Thudng xuy6n ki6rn tra,

.uol* (backup) c6c logfile theo ttrng th6ng dr5 luu v6t theo ddi, x6c dinh nhirng

sq kiQn aa *ayiu cta h! tn6ng vd hin chiviQc trirn logfile gAy 6nh hudng d6n

ho4t dQng cta hQ th6ng.

6. Cht5ng mE dQc, virus: l.ga chgn, tri€n khai cric phAn m6m ch5ng virus,

thu r6c tren cli miy chrl, ciic thi6ibi di dQng trong mang vd nhirng hQ th6ng thong
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tin xung y6u nhu: c6ng th6ng tin diQn tir, thu dien tt, mQt ctra diQn tir,... dC ph6t

hiQn, loaitrir nhirng.do4n mi dQc h4i (Virus, trojan, worms,...) vd h5 trg ngudi sri

dung cai d?t c6c phAn m€m na{ tr=.." Tdy 1rarn.. 
Thud.ng xuy€n cpp nhflt c6c phi6n

bin (Version) mdi, c6c bin vri l6i cta c6c phdn m€m ch6ng virus dE bdo dAm

chuong trinh qudt,virus cua co quan tren c6c m6y chi,,m6y trarn lu6n d.uO9 cflp

nhQt m6i nh6t, thiiit l{p ch€ dQ qu6t thuong 1uy&r it nh6t ld hing tuAn. TAt c6 c6c

m6y tinh tqi co quan, rlon vi phdi dugc ciri dat phin mAm phdng chiSng vi rut, phAn

m6m tlQc h4i c6 bin quy€n.

7. TO chric qudn lf tAi nguy6n: Ki6m tra, er,6m s6t chuc n6ng chia se th6ng
tin (Network File and Folder Sharing). TO chirc c6p phdt tdi nguydn tr6n mriy cht
theo danh muc thu mqc cho tung phong/don vi truc thuQc; khuy6n c6o ngudi s[r

dgng c6n nh6c viQc chia s6 tir.i nguydn cr,rc bQ tr6n mriy dang sri dpng, tuyQt d6i
kh6ng dugc chia s6 todn bQ 6 cung. Khi thuc hiQn viQc chia s6 tdi nguydn tr6n
m5y cht hodc tr6n m6y cuc bQ n6n sir dr,rng mft khAu tl6 b6o vQ th6ng tin.

. 8. C6c biQn ph6p k! thu4t bio ddrn an todn cho Trang th6ng tin di6n titl
C6ng th6ng tin diQn tt (gai tat ld trang web):

a) X6c dlnh c6u tnic thi6t k6 ftang web: Quin lf tointQ c6c phi6n bin cria
mE ngudn, ph6i hqp v6i don v! thqc hi€n dlch vu hosting t6 chirc m6 hinh trang
w;b hop ly tr6nh khA ndng t6n c6ng leo thang d[c quy€n. Y6u ciu don vi cung
c6p dich v9 hosting phii cdi dqt c6c h9 th6ng phdng vQ nhu tudng lira (firewall),
thitit b[ ph6t hiQr/phdng ch5ng x6rn nhAp (IDS/IPS) d mfc ung dr,rng web (WAF-
Web Application Firewall).

b) Vfn hdnh irng dqng web an todn: C6c trang web khi dua viro s[r dgng
hoqc khi b6 sung th&n cilc chuc ndng, dlch vu c6ng m6i cAn li€n hQ vdi Trung
tdm img ciru kh6n cdp M6y tinh Viet Nam (VNCERT) hoac li€n hQ vdi cric t6
chfrc an ninh mpng tilinh gi6 ki6rn dinh nhirn triinh dugc c6c l5i bao mat thuong
xiy ra tr6n ring dgng web.

c) Thi6t l4p vd cdu hinh co sd dir liqu an todn:

- Lu6n cip nhQt b6n v6 l6_i m6i nh6t cho hQ qu6n tri co sd d[ li€u; st dr,rng

c6ng cu de d6nh gi6, tim ki6m 16 h6ng tr6n m6y chir co sd dfr liqu;

- Gd b6 c6c co sd dfr liQu kh6ng sir dyng;

- C6 cric co ch6 sao luu dfr liQu, tdi liQu h6a qu6 trinh thay d6i c6u tnic bing
c6ch xdy dgng nhQt ky CSDL v6i c6c nQi dung nhu: nQi dung thay d6i, ly do thay
d6i, thdi gian, v! tri thay d6i,...

d) PhOi hqp v6i c6c nhd cung cAp dich vg hosting x6y dgng phuong rin phqc

hdi trang web, trong d6 chri j m5i thdng thgc hiQn viQc backup todn bQ nqi dung

trang web I lAn bao g6.. nle ngu6n, co sd dir li6u, dt liQu phi c6u trirc,... d6 b6o

dim khi c6 sg c6 c6 th6 kh6c phpc lpi ngay trong vong 24 gid.

9. Thi6t lfp co ch6 sao luu vd phgc h6i m6y cht, mriy tr4m.
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10. xir l)i khAn c6p: Khi ph6t hien hq th6ng bi t6n c6ng, th6ng qua c6c d6u

hi€u nhu lu6ng, tin (traffic) rdng l6n bdt ngd, ngi dung trang ch[r bi thay d6i, he

th6ng ho4t d0ng r6t chfm khdc thudng.... cAn thyc hiQn c6c budc co bin sau:

a) Budc I : Ngit ki5t ni5i may chir ra kh6i m4ng.

b) Budc 2: Sao ch6p logfile vir toirn bQ dir lieu cria hQ th6ng ra thi6t bi luu

trir (phgc vu cho c6ng t6c phan tich).

c) Budc 3: I(h6i phuc h€ th5ng bing c6ch chuy6n dt li€u backup m6i nh6t

ae ne tnOng hoqt d6ng.

d) Bu6c 4: Dirng c6c phAn mAm qudt virus, mE dQc c6 b6n quyAn d6 ph6t

rrien, #an bi6t, th6ng 6ao 
"t 

o co quan clirc neng d6 duqc hudng d6n, h6 trg'

Dilu 5. C6c biQn ph6p quin lf v$n hhnh trong c6ng tic an toin, an

ninh th6ng tin

l. DOi v6i Trung tAm:

a) fh6 bi6n, huong din thpc hiQn c6c quy ch6 chung li6n quand6n c6ng t6c

ting dgng CNTT da duqc UBND tinh, Sd Y t6 ban hdnh nhu Quy ch6 Quin lf, sir

auig ilelnOrg thu diQn tir tinh Kh6nh Hda; Quv ch6 ho4t deng c6ng Th6ng tin

diQn tinh Kh6nh Hda,...

b) Ki6m tra viQc thgc hiQn cric nQi dung cria Di€u 4 Quy ch6 ndy'

c) Cri crin bQ tham gia c6c l6p ddo t.o d6 trang bi c6c kii5n thirc v6-an todn

th6ng tin co bdn cho c6ng chric, vi€n chuc tru6c khi cho phdp truy nhqp, vfn hdnh,

thaiihac vd sri dgng hQ th6ng th6ng tin.

d) X6c dinh vd ph6n bO kinh phi chi thuong xuy€n cin thi6t cho c6c hoat

tlQng li€n quan d6n viQc biro vQ h9.th6ng th6ng tin, thdng qua viQc dAu tucric thi6t

Uit"*g ltia, c5c chuong trinh chdng Spam, Virus tr6n c6c m6y tr4rn, m6y cht""

2. D6i vdi c6n bQ chuY€n tr6ch CNTT:

a) Tri6n khai, thgc hi6n c5c nQi dung cua Di6u 4 Quy ch6 ndy'

b) Tham muu chuyen m6n vir v4n hdnh an toirn hQ th6ng th6ng tin cria don

vi, triiin khai c6c biQn ph6p bio dim an todn, an ninh th6ng tin cho t6t ci c6ng

chuc, vi€n chric trong don v! minh.

c) Nim virng vd thgc hiQn nghiCm ttc Ph6p lenh bno v€.bi rnflt Nhd Nudc

ngay ZS;1Z1ZOOO. Thudng *uy€q tU cdp.nh4t c6c kitin thric vA an todn, an ninh

th-6ne tin, nguy co ti€m An c6 thii gdy rrlat -At th6ng tin vir c6c biQn ph6p phong

tr6nh khi ti6n hnnh c6c hopt dQng quin lli hay k! thu4t nghiQp vp'

d) Thgc hiQn viQc d6nh gi6, bdo c6o c6c riri ro vir rnuc dQ nghiem trong c[ra

c6c rui io d6. C6c rti ro d6 c6 th€ xdy ra do sq truy cqp tr6i phdp, sri dpng tr6i

ph6p, m6t, thay d6i ho[c ph6 hty th6ng tin vd hq th6ng thdng tin'

e) PhOi hqp ch4t ch6 v6i co quan C6ng an trong c6ng t6c phong ngria, dAu

tranh, ngdn chin c6c hoqt dQng xdn.r pham an todn, an ninh th6ng tin'

4



rRicH NHrEM DAM BABIflTJ'i*, AN NrNH rud*c ux

Oidu O. Trrich nhiQm cria Linh d4o do'n vi

, l. Tht trudng clon v! c6 trrich nhiem tO chuc thuc hiQn c6c quy dlnh tqi Quy
ch6 ndy vd chlu tr6ch nhiQm trudc Sd Y t6 trong c6ng t6c b6o vQ an todn hQ th6ng
th6ng tin cua don vi.

2. Khi c6 sg c5 ho5" nguy co m6t an toirn th6ng tin, kip thdi rip dung rngi
biQn ph6p aC kh6c phyc vd h4n chtl thiQt hai; uu ti6n sri dqng lgc lugng k! thuQt
an ninh th6ng tin cia don vi vd l4p bi6n bin brio c6o b6ng vdn b6n cho Sd Y t6 vd
Sd Th6ne tin vd Truy6n. Trudng hqp c6 sg c6 nghiCm trong vuot qu6 kh6 ning
khdc phpc cta don v!, phii b5o c6o ngay cho S0 Y tC vi Sd Th6ng tin vir Truy6n
th6ng d€ ctng ph6i ho. p xir lj.

3. Tqo diAu kiQn thu4n lgi cho c6c co quan chftc ndng tham gia kh6c phgc
sg cd vi thyc hiQn dirng theo hu64g ddn.
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3. E6i vdi c6ng chirc, vi€n chuc, ngudi lao dQng:

a) Thudng xuy6n c{p nh{t nhfrng ch(nh srlch, thri tuc an todn th6ng tin cta
don vi cing nhu thyc hiQn nhirng hu6ng ddn v6 an todn, an ninh th6ng tin cria c6n
bQ chuy€n trrich nhu m6t phAn cta c6ng vigc.

b) Han ch6 viQc sir dpng chfic ndng chia s6 tAi nguyOn (sharing), khi sri
dung.chuc nlng niy cin b6t thuQc tinh bAo rnft bing mft khAu vd thuc hi6n vi6c
thu h6i chfrc ndng ndy kJ-ri di sri dung xong.

. . c) Cdc mdy tinh khi kh6ng sir dung"trong thdi gian ddi (quri 2 gio ldm viQc)
c6n tit m6y ho{c ngtmg k6t n6i rnqng, de trrlnh b! cric tracker lgi dgng, sri dqng
chirc ning di€u khi6n tir xa dtng mriy tinh cta minh t6n c6ng vdo c6c he th6ng
th6ng tin khric.

d) Sri dgng chuc ndng rnd h6a d rnuc hQ diAu hdnh b6o ddm c6c dt liQu
nhpy cim nhu tdi khodn, m{t khAu, crlc tfp tin vdn bdn,... dugc mE h6a trudc khi
truy6n tr6n m6i trudng m4ng. C6c tQp tin giri dinh kdrn bdithu diQn tri hodc. duoc
t6i xu6ng ttr Internet hay cric thi6t bi ltru trir gin vdo hC th6ng c6n duoc ki€m tra
d6 phong ch6ng l6y nhi6m virus ho4c phdn m€rn gi6n diQp g6y rn6t mdt th6ng tin.

d) Kh6ng sir dr,rng t€n tdi khodn thu diQn tt c6ng vq tr6n c6c m4ng x6 hQi,, '.:c6c di6n dirn vd ciic trang th6ng tin kh6c tr€n mang Intemet. S[l dqng thu diQn tt
c6ng vu trong c6c ho4t dQng c6ng vq; tuAn thri c6c quy dinh vC srlr dgng thu diQn
tir c6ng vu;

e) Sri dyng c6c thitit luu trf gin ngodi vd thi6t bi di€n tir kh6c an todn, dtng
quy d!nh. Thuc hiQn tht mdy tinh khi kh6ng sri dung trong thdi gian ddi hoqc hi5t

thdi gian ldm viQc d6 tr6nh cric nguy co t6n c6ng, xArn nhgp tr6i phdp.



4. PhOi hqp v6i Dodn ki€m tra dC tri6n khai c6ng t5c ki,!m tra, khic phgc

sg ci5 duo" nhanh ch6ng.vd dat hiQu qui; ddng thdi cung c6p dAy dt c6c th6ng tin

khi Dodn ki6m tra y6u cAu xuAt trinh.

Didu 7. Tr6ch nhifm cia vi6n chri'c' nguli lao <IQng Trung tim

1. Nghi6m chinh ch6p hdnh c6c quy chii nQi bQ, quy trinh v0 an todn, an

ninh th6ng tin cria Trung t6m ctng nhu quy dinh khric c0a ph6p luAt, nAng cao i
thfc cdnh giric vd trrich nhiQm bdro dAm an todn, an ninh th6ng tin t4i don v!'

2. Khi ph6t hi6n sg c6 ph6i brio ngay vdi co quan c6p tr6n vd bQ ph4n chuy6n

trrich CNTT Oe tip ttrOi ngdn chdn, xir l1i.

3. Hudng (mg, tham.gia c6c chuong trinh diro tao, hQi ngh! v€ an todn, an

ninh th6ng tin do c6c cdp t6 chfc.

Chu'ong V
T6 CIIUC TIIUC HIPN

DOC

Di6u 8. Khen thu6'ng vi xfr lf vi ph4m

l. C6c khoa, phdng; c6ng chirc, vi6n chuc vd ngudi lao dQng thgc hi6n t6t

Quy chtS ndy dem lai hiQu qud thitit thqc sE dugc xem x6t d6nh gi6 khen thuong'

2. C6c khoa, phdng; c6ng chric,.vi€n chirc vir ngudi lao <lQng c6 hirnh vi vi

ph4m quy ch6 ndy tiri ttytheo tinh ch6t, rnric dQ vi ph4m md bi xir li k! lu4t theo

i.aln n't iO-, xir pnat nanh ctrintr hoqc bi truy ciru irrich nhiQrn hinh su. Ntiu g6y

thiet hei thi phii b6i thuOng theo quy dlnh cta ph6p luat hi€n hdnh.

Eidu 9. Didu kho6n thi hinh

Trong qu6 trinh thr;c hiQn n6u c6 ph6t sinh kh6 kh6n, vuong mic cdn sria

d6i, bO sung c6c khoa, phdng klp thdi b6o c6o v0 phdng Phdng T6 chfc - Hdnh

chinh qu6nlr! - K6 hoach tdi chinh t6ng hqp trinh Ldnh dao Trung tAIn xem x6t,

gi6i quylt.l.V>
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